
 

 

Checklist for the 
application GDPR 
 

1. Are the employer's activities in the EU, regardless of where they process personal 

data? 

2. If the employer processes personal data in the EU but is not established in the EU, do 

they offer goods and services to individuals in the EU? 

3. If the employer processes personal data in the EU but is not established in the EU, do 

they monitor the behaviour of individuals in the EU? 

If the answer is Yes to any of the above, the GDPR will apply to the employer. 

Personal data 

The GDPR defines personal data as "any information relating to a data subject". A data subject 

is the identified or identifiable natural person to whom the personal data relates (Article 4(1)).  

In relation to this document, the data subject is the employee. 

4. What personal data of the employee does the employer hold and where is it? 

5. Does it include some or all of the following employee data? 

 Personal contact details such as name, title, addresses, telephone numbers, and 

personal email addresses. 

 Date of birth. 

 Gender. 

 Marital status and dependants. 

 Next of kin and emergency contact information. 

 Government identification numbers such as national insurance number, driver's 

license number or other identification card number. 

 Bank account details and payroll information. 

 Salary, annual leave and benefit information. 

 Compensation history. 

 Performance information. 

 Disciplinary and grievance information, where applicable. 

 Pension and Insurance enrolment information. 

 Start date [and job title]. 

 Location of employment. 

 Education and training. 

 Employment records (including professional memberships, references, work history, 

and proof of work eligibility). 

 Photograph. 

 Other personal details included in a CV or cover letter or that the employee has 

otherwise voluntarily provided. 

Special categories of personal data are dealt with later in this checklist (see Special 

categories of personal data). 



   

 

 

Data protection principles 

The GDPR sets out the principles which data controllers and processors must comply with when 

processing personal data (Article 5). These principles form the core of the obligations of the 

data controller and will usually form the basis of any claim that a data controller has not 

complied with its statutory duties. 

 Lawfulness, fairness and transparency. Personal data must be processed lawfully, fairly and 

in a transparent manner in relation to the data subject (Article 5(1)(a)).  

 Purpose limitation. Personal data must be collected only for specified, explicit and 

legitimate purposes. It must not be further processed in any manner incompatible with 

those purposes. (Article 5(1)(b)).  

 Data minimisation. Personal data must be adequate, relevant and limited to what is 

necessary in relation to the purposes for which it is processed (Article 5(1)(c)).  

 Accuracy. Personal data must be accurate and, where necessary, kept up to date. Every 

reasonable step must be taken to ensure that data which is inaccurate, having regard to 

the purposes for which it is processed, is erased or rectified without delay (Article 5(1)(d)). 

 Storage limitation. Personal data must not be kept in a form which permits identification of 

data subjects for longer than is necessary for the purposes for which the data is processed 

(Article 5(1)(e)).  

 Integrity and confidentiality. Personal data must be processed in a manner that ensures its 

appropriate security (Article 5(1)(f)).  

 Accountability. The data controller is responsible for, and must be able to demonstrate, 

compliance with the other data protection principles (Article 5(2)). 

Processing of personal data 

6. What does the employer do with the employee's personal data and who has access 

to it? 

7. Does it include some or all of the following? 

 Collection. 

 Recording. 

 Organisation. 

 Structuring. 

 Storage. 

 Adaptation or alteration. 

 Retrieval. 

 Consultation. 

 Use. 

 Disclosure by transmission. 

 Dissemination or otherwise making available. 

 Alignment or combination. 

 Restriction (that is, the marking of stored data with the aim of limiting its processing  

 Erasure. 

 Destruction. 

8. Has a notice been provided to the employee setting out what will happen to their 

personal data? Is it full, accurate and complete? 

 



   

 

 

Justification for the processing 

9. Can the employer justify the processing of the personal data on one of the following 

grounds? 

 The employee has given their consent to the processing of their data for one or 

more specific purposes. 

 It is necessary for entering or performing a contract with the employee. 

 It is necessary for compliance with a legal obligation to which the employer is 

subject.  

 It is necessary to protect the vital interests of the employee. 

 It is necessary for the performance of a task carried out in the public interest or in 

the exercise of official authority vested in the employer. 

 It is necessary for the purposes of legitimate interests pursued by the employer or 

by a third party, except where these interests are overridden by the interests or the 

fundamental rights and freedoms of the employee, which require protection of 

personal data.  

10. Where the employer processes employee data on the basis of legitimate interests 

pursued by the employer, what are the employer's legitimate interests? 

11. Has the employer assessed whether on balance its interests for the required purpose 

should prevail over the interests of the employee? 

12. Has this assessment (which may be a simple process or very detailed in more complex 

scenarios) been documented in case it is challenged by individuals or the supervising 

authority or regulator? 

Changes to purpose 

13. Is the employee's data being used for the same purpose as was initially stated to the 

employee when the employee's personal data was collected? 

14. Is the further processing (which is not based on the employee's consent or on Union or 

Member State law) compatible with the original purposes of use taking into account 

the following: 

 Is there any link between the purposes for which the personal data has been 

collected and the purposes of the intended further processing? 

 What is the context in which the personal data has been collected, in particular 

regarding the relationship between the employee and the employer? 

 What is the nature of the personal data, in particular whether any special 

categories of personal data are processed, or whether personal data related to 

criminal convictions and offences is processed? 

 What are the possible consequences of the intended further processing for 

employees? 

 Do appropriate safeguards exist, which may include encryption or 

pseudonymisation? (See Practice Note, Overview of EU General Data Protection 

Regulation: Pseudonymisation). 

 



   

 

 

15. If the new processing activity is incompatible with that original purpose: 

 Has the employer obtained the employee's consent for further processing? 

 Is there a basis under an EU or member state law which constitutes a necessary 

and proportionate measure in a democratic society to safeguard the objectives 

referred to in Article 23(1), which include national security to justify the further 

processing? (See Practice note, Overview EU General Data Protection Regulation: 

National derogations.) 

 Is the further processing for public interest purposes? 

16. If the employee's personal data is being processed for a different purpose than it was 

initially collected can the employer identify another legal basis for personal data 

processing? See Justification for the processing above. 

17. If the employer wants to use previously collected data for a new or different purpose 

that is unrelated to the original purpose of use and the employer cannot identify 

another legal basis for personal data processing, has the employer provided a revised 

notice to the employee and sought their consent for the new use? 

Special categories of personal data 

18. What special categories of personal data of the employee does the employer hold? 

19. Does it include some or all of the following employee data? 

 Racial or ethnic origin. 

 Political opinions. 

 Religious and philosophical beliefs. 

 Trade union membership. 

 Genetic data. 

 Biometric data for the purpose of uniquely identifying a natural person. 

 Health data. 

 Sex life and sexual orientation. 

20. If the employer processes special categories of personal data, does one of the 

following exceptions exist to enable the employer to process this personal data? 

 Explicit employee consent has been obtained. 

 The processing relates to personal data that the employee made public. 

 The processing is necessary: 

 for the employer to carry out specific rights and obligations in the context of 

employment law or laws relating to social security and social protection; 

 to protect the vital interests of the employee or another person and the employee is 

incapable of giving consent; 

 for establishing, exercising, or defending legal claims; 

 for reasons of substantial public interest, including archiving purposes;  

 for historical, scientific, research, or statistical purposes, subject to appropriate 

safeguards. 

 The processing is carried out by a not-for-profit body with a political, philosophical, 

religious or trade union aim provided that the processing relates only to members 

or former members and provided there is no disclosure to a third party without 

consent. 



   

 

 

21. Does the employer process employee data relating to criminal convictions and 

offences of employees? 

22. If so, is the processing of this data carried out only under the control of an official 

authority or authorised by Union or Member State law? 

Consent 

Data protection authorities in the EU (and other) jurisdictions have questioned the validity of 

data processing based on employee consent because the employee may not have a 

meaningful choice due to the imbalance of power between the employer and employee.  

Employers should therefore rely on alternative justifications for processing employee personal 

data whenever possible. Employers should only rely on consent as the justification for 

processing employee personal data when it is strictly required by law or when no other legal 

ground applies.  

 

23. If the employer is relying on consent to process employee personal data, is the 

employee's consent specific and informed, which includes the employee being given 

information on their right to withdraw consent? 

24. Has the employee's consent been freely given? 

25. Is the employee's consent unambiguous and takes the form of an affirmative action 

or statement? 

26. If no other basis exists, has the employee's explicit consent been obtained to enable 

the employer to: 

 Process special categories of personal data? 

 Transfer personal data cross-border? 

 Make decisions based on automated personal data processing? 

27. Where the employee's consent has been given in a document (for example, their 

employment contract) which also concerns other matters, was the request for 

consent: 

 Presented in a manner that is clearly distinguishable from the other matters? 

 In an intelligible and easily accessible form? 

 In clear and plain language? 

28. Does the employer's mechanisms for obtaining employee's consent comply with the 

relevant countries' local laws and court decisions? 

29. What are the local data protection laws and is there any data protection authority 

guidance?  

30. Do local employment and labour laws restrict certain types of employee data 

processing even when the employer obtains the employee's consent? 

31. Where the employee has consented, is the employer still required to consult with and 

obtain the approval of a works council or other employee representative body before 

processing personal data? 

32. Is the employer able to demonstrate and provide evidence that it obtained valid 

consent from the employee as may be required for audit and monitoring by the 

supervising authority or regulator? 



   

 

 

Automated Data Processing 

Under the GDPR, employees have a right to not be subject to decisions based on automated 

data processing if the decisions produce legal effects or significantly affect the employee in 

other ways. (Article 22(1) and Recital 71). 

  

33. Will the employee be subject to decisions based on automated data processing? 

34. If the employee will be subject to decisions based on automated data processing, has 

their explicit consent been obtained? 

Data Sharing 

35. Is the employee's data being shared with any third parties? 

36. Which third parties is the employee's data shared with? 

37. Has the employer documented exactly what personal data of its employees is shared 

with any third party and who the third parties are in relation to each category of data? 

38. Has the employer entered into a contract or other legally binding act with any third-

party processor that imposes the following mandatory obligations on the processor? 

 To process the personal data only on the documented instructions of the employer, 

including with regard to international data transfers to a third country or an 

international organisation. This is likely to mean that third-party processors cannot 

use cloud computing technology or services without the employer's approval. 

 To comply with security obligations equivalent to those imposed on the employer 

and notify the employer of any breach in relation to the personal data shared by 

the employer. 

 Only use staff and any other persons who have committed themselves to 

confidentiality or are under a statutory obligation of confidentiality. 

 Only enlist a sub-processor with the prior permission of the employer.  

 To assist the employer  

 in carrying out its obligations with regard to requests by any employees to exercise 

their rights (inc. the right to transparency and information, the data subject access 

right, the right to rectification, erasure, restriction of processing and the right to data 

portability) and to provide all the information needed to demonstrate compliance. 

 in carrying out its data security obligations. 

 with any consultations with or requests from the supervising authority or regulator. 

 Sufficiently guarantee to implement appropriate technical and organisational 

measures such that the processing meets the requirements under the GDPR and 

ensures the protection of the rights of employees. 

39. At the employer's request, has the third-party processor deleted or returned all 

personal data to the employer at the end of the service provision?  

40. Has the employer communicated any rectification, erasure, restriction of processing 

requests from employees to each recipient to whom it has disclosed any personal 

data of the employee, where it is possible to do so or does not involve a 

disproportionate effort? 



   

 

 

41. What systems and processes does the employer have in place to communicate any 

rectification, erasure, restriction of processing requests from employees to each 

recipient to whom it has disclosed any personal data of the employee? 

Cross-Border Data Transfers 

42. Does the employer have offices or entities in other jurisdictions or is it part of a group 

which includes entities in other jurisdictions? 

43. Is the employee's data being transferred across international borders (internally 

and/or externally)? 

44. Which jurisdictions is the employee's data being transferred to? 

45. Has the jurisdiction where the employee's data is being transferred to been assessed 

as adequate by the Commission? That is, the relevant jurisdiction: 

 Offers levels of protection that are "essentially equivalent to that ensured within the 

Union". 

 Provides data subjects with effective and enforceable rights and means of redress. 

46. In the absence of adequacy, has the recipient of the employee's personal data 

provided adequate safeguards, on condition that enforceable data subject rights and 

effective legal remedies for data subjects are available? 

47. Do the safeguards include any of the following? 

 A legally binding and enforceable instrument between public authorities. 

 Binding corporate rules (BCRs).  

 Standard contractual clauses adopted by the Commission. 

 Standard contractual clauses adopted by a supervisory authority and approved 

by the Commission. 

 An approved code of conduct. 

 An approved certification mechanism. 

48. In the absence of adequacy or appropriate safeguards do any of the following apply? 

 The individual has explicitly consented after being informed of the risks of the 

transfers due to the absence of an adequacy decision and appropriate 

safeguards *  

 The transfer is: 

 Necessary for the performance of a contract between the employee and the 

organisation or for pre-contractual steps taken at the employee's request * 

 Necessary for the performance of a contract made in the interests of the employee 

between the employer and another person * 

 Necessary to protect the vital interests of the employee where they are physically or 

legally incapable of giving consent. 

 Necessary for important reasons of public interest or to establish, exercise or defend 

legal claims. 

 Made from a register which is intended to provide information to the public and 

specific conditions for consultation are fulfilled (see Article 49(1)(g)). 

 In the employer's legitimate interests. This can only apply if no other derogations are 

applicable and is likely to be of limited use for many employers. 

* The first three derogations are not available for public authorities in the exercise of public powers. 



   

 

 

 

49. Where the transfer is to the US, will the EU-US privacy shield apply? (See Legal update, 

MEPs pass non-legislative resolution on the Privacy Shield calling for proper 

assessment). 

50. Has the employer specified in any privacy notice how it secures any cross-border data 

transfers to the US and other countries? 

Data Security 

51. What technical and organisational measures does the employer have in place to 

ensure the security of the personal data it holds? 

52. Do any of the measures include or display any of the following features and 

functionalities? 

 The pseudonymisation and encryption of personal data. (See Practice Note, 

Overview of EU General Data Protection Regulation: Pseudonymisation) 

 The ability to ensure the ongoing confidentiality, integrity, availability and resilience 

of processing systems and services. 

 The ability to restore the availability and access to personal data in a timely manner 

in the event of a physical or technical incident. 

 A process for regularly testing, assessing and evaluating the effectiveness of 

technical and organisational measures for ensuring the security of the processing. 

53. What risks might any personal data held by the employer be exposed to? 

54. Do these risks include any of the following? 

 Accidental or unlawful destruction of,  

 Loss of,  

 Alteration of,  

 Unauthorised disclosure of,  

 Access to personal data transmitted, stored or otherwise processed. 

55. What different categories of personal data may be exposed to greater risk? 

56. Does the employer implement appropriate technical and organisational measures to 

ensure a level of security appropriate to the risks for each category of personal data 

taking into account the following? 

 The amount, nature and sensitivity of the employee personal data the employer 

maintains. 

 The amount of harm that may result from unauthorised or unlawful access, use, or 

disclosure of the personal data. 

 The state of the art available technology. 

 The costs of implementation. 

57. Where any other party is acting under the employer's authority and has access to the 

personal data does the employer ensure that that party does not process it except on 

their instructions, unless required to do so by EU or Member State law? 

58. Does any employee privacy notice contain sufficient details regarding the employer's 

security measures? 



   

 

 

 

59. Does the employer have a data breach response plan that complies with the GDPR? 

60. Does the employer report any data breaches to the supervisory authority within 72 

hours of the breach if the breach is likely to result in a risk to the rights of employees? 

If not, are there justifiable reasons for the delay? 

Data Retention 

61. What processes does the employer have in place to determine how long it keeps 

employee data for? 

62. What data retention policies does the employer have in place, if any? 

63. What data retention schedules does the employer have in place, if any, recording 

each category of data and how long it is held for? 

64. How long does the employer keep personal data for the following: 

 Past employees? 

 Unsuccessful job applicants? 

 Current employees where certain personal data becomes out of date or obsolete? 

65. Does the employer retain the above personal data in a form that enables its 

employees to be identified, for longer than is necessary to fulfil the purposes the 

employer collected it for? 

66. Do the employer's IT systems actually comply with the retention policies in practice? 

67. What records does the employer keep that set out a general indication of the time 

limits for erasure of the different categories of data? 

68. What changes need to be made to current policies and processes in future in order to 

comply with the GDPR data retention requirements? 

Data Protection Officer 

It is only a requirement under the GDPR for a Data Protection Officer (DPO) to be designated 

in any of the following circumstances: 

 Where the processing is carried out by a public authority or body, except for courts 

acting in their judicial capacity. 

 Where the core activities of the controller or the processor consist of processing 

operations, which, by virtue of their nature, their scope and their purposes, require regular 

and systematic monitoring of data subjects on a large scale. 

 Where the core activities of the controller or the processor consist of processing any 

special categories of personal data on a large scale and data relating to criminal 

convictions and offences. (Articles 9 and 10) 

(Article 37(1)) 

Many processors including outsourced service providers, payroll agents and providers of cloud 

services will be operating in a market that includes public authorities and bodies so they will 

need to appoint a DPO. 

69. Is the employer required to have a designated DPO? 



   

 

 

70. Is the DPO an employee, contractor or consultant? Are they able to act 

independently? 

71. Does the DPO provide the following functions? 

 Advises the employer and any data processors of their legal obligations. 

 Monitors compliance with the GDPR and with data policies and related training. 

 Is a point of contact for the Supervising Authority or Regulator 

72. Has the employer ensured that the fulfilment of the DPO's tasks does not result in a 

conflict of interest? 

Provision of information 

73. Is all information provided to employees about their personal data concise, 

transparent, easily accessible and given in plain language?  

74. Has the employer provided the employee with the following information about their 

personal data at the time the employee's personal data was collected? 

 Their identity and contact details and its representative, if any. 

 The contact details of the DPO, where applicable. 

 The intended purposes of, and the legal basis for, the processing. 

 Where the processing is based on legitimate interests, the legitimate interest 

pursued by the employer or by a third party. 

 The recipients or categories of recipients of their personal data, if any. 

 The fact that the employer intends to transfer the personal data to a recipient in a 

country outside the EEA or an international organisation, where applicable, and  

 the existence or absence of an adequacy decision by the Commission and if absent,  

 information about the appropriate or suitable safeguards adduced to secure the data 

and the means to obtain a copy of them or where they have been made available. 

75. At the same time as the above, did the employer provide the employee with the 

following information to ensure fair and transparent processing? 

 The period for which the data is stored, or the criteria used to determine that period. 

 The existence of the employee's: 

 right of access; 

 right to rectification; 

 right to erasure; 

 restriction of processing;  

 right to object to processing; and  

 right to data portability. 

 Where processing is based on the employee's consent, the right to withdraw that 

consent at any time. 

 The right to lodge a complaint with the supervisory authority.  

 Whether the provision of personal data is a statutory or contractual requirement or 

a requirement necessary to enter into a contract. The employee must be informed 

about any obligation to provide personal data and of the consequences of a 

failure to do so. 

 The existence of automated decision-making or profiling and meaningful 

information about the logic involved, as well as the significance and the envisaged 

consequences of such processing for the employee. 



   

 

 

76. What policies and processes does the employer have in place to respond to any data 

subject access requests, rectification, erasure, restriction of or objection to processing 

or data portability requests from employees? 

77. How would the employer's systems deal with any data subject access requests, 

rectification, erasure, restriction of or objection to processing or data portability 

requests from employees? 

Right to Withdraw Consent 

78. Has the employee withdrawn their consent to the employer processing any of their 

personal data? 

79. If so, does the employer have any other legal ground for processing the employee's 

personal data? See Justification for the processing above. 

80. If not, has the employer ceased all processing of the employee's personal data? 

Documentation requirements for the employer 

81. Does the enterprise or organisation employ fewer than 250 persons? 

82. If the enterprise or organisation does employ fewer than 250 persons, the requirements 

in the two questions below will not apply unless: 

 The processing it carries out is likely to result in a risk to the rights and freedom of 

data subjects.  

 The processing is not occasional. 

 The processing includes special categories of data as referred to in Article 9(1) (See 

Special categories of personal data).  

 The processing includes special categories of personal data relating to criminal 

convictions and offences referred to in Article 10. (See Special categories of 

personal data).  

83. Has the employer and, where applicable, its representative, maintained a record of 

all processing operations under their responsibility? 

84. Does this record include at least the following? 

 The name and contact details of the employer data controller, or any joint 

controller or processor, and of their representative, if any. 

 The name and contact details of the DPO, if any. 

 The purposes of the processing. 

 A description of categories of employee data subjects and of the categories of 

personal data relating to them. 

 The recipients or categories of recipients of the personal data. This includes 

recipients in third countries or international organisations. 

 Where applicable, transfers of data to a third country or an international 

organisation, including the identification of that third country or international 

organisation. In the case of transfers that include one-off or infrequent processing 

of limited amounts of personal data in the legitimate interests of the employer data 

controller or processor, the appropriate safeguards must also be documented (see 

Article 49(1)). 



   

 

 

 Where possible, a general indication of the time limits for erasure of the different 

categories of data. 

 The description of the technical and organisational security mechanisms the data 

controller has in place. 

Staff training 

85. What training needs to be provided to staff who handle employee personal data 

across the organisation in relation to the new requirements under the GDPR and the 

issues arising from this checklist? 


